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ABSTRACT
In this study, we attempt to examine the indirect and moderating effects of culture on privacy concerns at the national level by
comparing key determinants of privacy concerns and their effects between the culturally different two countries. We select the
U.S. and South Korea (hereafter S. Korea) as a test bed because these two countries are significantly different in Hofstede’s
cultural scores. We designate the United States as Type I culture with “small power distance–strong individualistic–strong
masculinity–weak uncertainty avoidance” characteristics to contrast with Type II culture countries (S. Korea) with “large power
distance–weak individualistic (collectivistic)–weak masculinity (feminine)–strong uncertainty avoidance” characteristics,
consistent with previous studies.
INTRODUCTION
Individuals’ perceptions of information privacy and fair practices seem to vary across cultures, which constitute a challenge to firms and
social platform providers that operate globally through the Web [6]. Even in similar cultures, people have different perspective of privacy.
For example, while many people in the United States view privacy as a lawful right that could be negotiable to some degree, people in
Europe consider privacy as a fundamental human right that cannot be comprised. Therefore, examining the role of culture in individuals’
privacy is crucial. Supported by a better understanding of the cultural effects on online privacy, firms can devise and implement
appropriate practice to foster exchanges on the Web globally [16].
Previous studies have treated culture as an explanatory variable of privacy concerns and highlighteditsdirect effectsat the individual or
national level[6][16][10][11][37]. Through the lens of the Hofstede’s cultural dimension model (1988), prior studies have commonly
scrutinized the relationship between a cultural dimension such as individualism-collectivism and privacy concerns. However, previous
studies also emphasize indirect effects of national culture on attitude or behavior through cognitive appraisal of relevant factors [17][9]. In
their cross-cultural cognitive model, Busenitz and Lau (1996) suggest that national culture guides behavior by affecting cognitive
structure (i.e., the way of acquire knowledge) and process (i.e., the manner of using acquired knowledge). Doney et al. (1998) also
propose a cultural model in which national culture affects trust by adjusting the cognitive appraisals of trust foundations. As Adler et al.
(1986) note, the relationship between cognition and culture is a central foundation of cross-cultural research. In line with that, we suggest
that national culture affectscognitive appraisals of a privacy concernsdeterminant and subsequently influences privacy concerns. In
addition, we examine moderating effects of culture on the relationship between privacy concerns and its key determinants. The
examination reveals the effects of cultural characteristics on the relationship between constructs which are equivalent across different
cultures and thus provides a more implication and interpretation on the role of culture[34].
We identify key determinants of privacy concerns, drawing on protection motivation theory [38] [45] and procedural fairness[14], with
some changes fit to our context: (a) vulnerability (i.e., conditional probability that a threatened event occurs), (b) severity (i.e.,
magnitude of noxiousness of a threatened event), (c) self-efficacy (i.e., confidence in ability to successfully protect privacy), (d)
response efficacy (i.e., availability of effective a coping strategy), (e) notice (i.e., information practice of providing relevant
information for data collection and use), and (f) consent (i.e., information practice of obtaining consent for data collection and use).
Overall, we focalize the indirect and moderating effects of culture on key determinants of privacy concerns (i.e., vulnerability, severity,
self-efficacy, and response-efficacy), which is believed to provide a more understanding of why people in different cultures shape
different levels of privacy concerns.
LITERATURE REVIEW
Hofstede (1991) defined culture as collective mental programming which affects patterns of thinking on various aspects of life, thereby
differentiating a group of people from another. Hofstede (1988) first identified four distinct cultural dimensions (Power Distance,
Uncertainty Avoidance, Individualism, and Femininity) and later added fifth and sixth dimension (Long-term versus Short-term
Orientation, Indulgence versus Restraint) [23]. The descriptions of cultural dimensions are summarized in table 1.
Table 1. Cultural dimensions
Cultural dimension
Power distance (PDI)
Uncertainty Avoidance (UAI)

Description
The degree to which members in a society expect and accept the inequality
of power distribution.
The degree to which members of a society feel threatened by uncertain
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situation and have created institutions to avoid the uncertainty.
Individualism vs. collectivism (IDV)
Masculinity-femininity (MAS)
Long-term Orientation
Indulgence

The degree of interdependence that a society maintains among its
members.
The degree to which a society reinforces the traditional masculine work
role model.
The degree to which members in a society prefer to maintain time-honored
traditions and norms rather than prepare for the future.
The degree to which members in a society try to control their desires and
impulses.

Source: Adapted from Lowry et al. (2011) and Cho et al. (2009)

Prior studies have examined the effects of culture on online privacy concerns, particularly with focus on four cultural dimensions (PDI,
IDV, UAI, and MAS). Milberg et al. (1995) proposed positive relationship between cultural dimensions of UAI and PDI and privacy
concerns but found no support for the relationships, partly due to the limited set of cultural values. Later, Milberg et al. (2000) additionally
included IDV and MAS dimensions and examined the effects of culture. The results indicated that cultural dimensions of IDV, and MAS
were positively associated with privacy concerns due to the emphasis on private life. PDI was also positively associated with privacy
concerns because low trust on powerful group in high PDI culture requires more privacy regulation. In contrast, Bellman et al. (2004)
found negative relationship between three cultural dimensions (PDI, IDV, and MAS) and privacy concerns. Further UAI exhibited no
significant effect on privacy concerns. They attribute the differences in findings to the method of analysis employed. Dinev et al. (2006)
compared privacy concerns between US and Italy based on Hofstede’s cultural dimensions (1991) and Fukuyama’s institutional trust
dimension (1995). Individuals in Italy were more tolerant of privacy concerns than those in US, partly because of low institutional trust.
From a survey of 1200 Internet users from five cities (Bangalore, Seoul, Singapore, Sydney and New York), Cho et al. (2009) found the
significant effect of nationality and national culture on online privacy concerns. More specifically, female Internet users from an
individualistic culture were found to be more concerned about online privacy than their counterparts from a collectivistic culture. Lowry
et al. (2011) compared individual cultural value between people in China and the U.S. to scrutinize the effect of culture on privacy
concerns associated with use of instant messaging technology. The results indicated negative relationship between cultural dimensions of
IDV and PDI and privacy concerns; but UAI was positively related with the concerns. The literature is summarized in table 2.
Table 2. Summaries of Representative Studies
Research
Milberg et
al. (1995)

Cultural
dimension
Uncertainty
avoidance
Power distance

Individualism

Milberg et
al. (2000)

Uncertainty
avoidance
Power distance

Bellman et
al. (2004)

Individualism
Masculinity
Uncertainty
avoidance
Power distance

Individualism
Masculinity

Hypotheses
Positive: higher scores are associated with
high levels of anxiety, stress, and concerns
Positive: higher scores exhibit lower levels of
interpersonal trust and people in the culture
feel more threat.
Positive: higher scores indicate more
emphasis on value of personal lives so people
has the belief that everyone has the right to a
private life.
Positive: higher scores are related with high
levels of concerns for security.
Positive: higher scores are positively
associated with interpersonal distrust and
concerns for personal privacy
Positive: higher scores are associated with
belief of private life
Negative: higher scores indicate that
individuals tend to reduce uncertainty by
embracing written rules and regulation
Positive: higher scores are associated with
greater mistrust of more powerful groups such
as companies
Positive: lower scores show greater
acceptance of private life
Positive: higher scores indicate greater

Sample
900 samples
from 9
countries.

Context/
Level
Privacy
regulation/
National

Hypothesis
test results
Not support
Not support

Not support

595 samples
from 25
different
nationalities.

534 samples
from 38
countries.

Corporate
privacy
manageme
nt/
National

Internet
use/
National

Not support
(negatively
associated)
Support

Support
Support
Not support

Not support

Not support
Not support
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Uncertainty
avoidance

emphasis on achievement and material success
Positive: higher scores exhibit less
dependency upon family and distinction
between public and private space.
Positive: higher scores exhibit sensitivity to
possible risks

Institutional
trust

Negative: higher scores exhibit that people are
comfortable with a lower state of privacy

Dinev et Individualism
al. (2006)

Cho et al. Individualism
(2009)
Uncertainty
avoidance
Power distance
Masculinity

Lowry et Individualism
al. (2011)
Masculinity

Power distance

Uncertainty
avoidance

Krasnova
et al.
(2014)

Individualism

Power distance

Positive: higher scores exhibit higher levels of
concerns because people care about
independence from the collective, favour
security and clear rules and exhibit higher
distrust of organization.
Negative: higher scores exhibit lower levels of
concerns as people are more willing to provide
personal information in exchange for potential
economic benefits.
Negative: higher scores exhibit less concerned
about privacy because people put a greater
emphasis on achievement and material success
and understand the need to forego privacy to
gain benefits.
Negative: higher scores indicate that people
are accustomed to authorities having access to
their personal information and have fewer
concerns about privacy.
Positive: higher scores indicate that people
attempt to minimize uncertainty about their
personal information by limiting others’
access.
Positive: higher scores exhibit that people tend
to show higher tolerance towards distributional
inequality and form more privacy concerns
when they perceive the violation of
distributive justice.
Negative: higher scores exhibit that people are
likely to exhibit less anger when faced with
unfair treatment and form less privacy
concerns when they perceive the violation of
procedural justice.

889 samples
from
Italy and 422
samples from
the U.S.

Ecommerce/
National

Support

Support
Support

1261 samples
from five cities
(Bangalore,
Sydney,
Singapore,
Seoul, and
New York).

Internet use
/National

284 samples
from China
and 202
samples from
the U.S.

Instant
messenger
use/
Individual

Support
Not support
Not support
Not support

Supported
Supported

Not
supported

Supported

138 samples
from
Germany, 212
from Russia,
and 210 from
Morocco.

Social
Network/N
ational

Not support

Not support

Gap Anaysis
Our literature review of cross-cultural research related to privacy concerns revealsseveral gaps to address. First,most of previous studies
adopt culture-as-main-effect approach and focus on direct effect of a cultural dimension on privacy concerns, thereby overlooking the
indirect effects of culture on privacy concerns. Privacy concerns are determined by various factors, and knowing how culture jointly
affects privacy concerns with the factors helps to get a better understanding of the role of culture. Second, scant studies examine the
effects of culture on privacy concerns in e-commerce.
RESEARCH MODEL AND HYPOTHESIS
Key Determinants of Privacy Concerns in E-commerce
Drawing on the PMT, we determine the key antecedents of privacy concerns online with some changes fit to our context. The theory
suggests that individuals’ protection behaviors are affected by cognitive appraisals of vulnerability (i.e., conditional probability that a
threatened event occurs), severity (i.e., magnitude of noxiousness of a threatened event), response efficacy (i.e., availability and
effectiveness of a coping strategy), and self-efficacy (i.e., confidence in ability to successfully adopt the recommended coping strategy)
[38][45]. The cognitive appraisals echo the sources of a fear appeal, and people shape anxiety or concerns about an object or behavior by
construing them [45]. Applying the theory to the privacy context, people tend to form privacy concerns by appraising the sources of the
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fear associated with privacy threat. Thus, privacy concerns are theorized as a mediating variable that explains individuals’ cognitive
appraisals and protection behaviors.
We also consider appraisal of procedural fairness as a key antecedent of privacy concerns. Procedural fairness denotes the fairness
pertains to the method or procedure with which a resource allocation decision is made [8]. Different from information sharing on social
network website, in e-commerce, individuals often exchange or trade their personal information with some rewards [1][41]. In the
exchange process, online vendors sometimes behave opportunistically and pursue their own interest at the expense of information
providers, which increases the uncertainty or risk associated with the exchange [43]. Therefore people expect online vendors to have fair
procedure in collecting and using personal information, and the violation of the fairness demotivates people to participate in the exchange
and restrict information disclosure. [13][2]. Procedural fairness allows people to exert direct control over personal information in the
exchange process and significantly affects perceived risk [14][13][3]. In specific, we focus on notice and consent which are two core
dimensions of procedural fairness. While notice refers to the practice that information collectors notice what information is collected and
how it is used, consent indicates the practice that information collectors ask for consent before collecting information and using it. Overall,
we identify vulnerability, severity, self-efficacy, response-efficacy, notice, and consent as key determinants of privacy concerns in ecommerce.
We suggest that culture not only directly affects key determinants of privacy concerns but also moderates the effect of the determinants on
information disclosure in e-commerce. Not only would key determinants of privacy concerns but also the magnitude of their effects on
privacy concerns be significantly different between the two countries. Our research model is illustrated in figure 1.

Figure 1:Research Model
Threat Appraisal
The effect of culture on individuals’ risk perception has been often examined through the lens of cultural theory of risk [56] [53][48][24].
Individuals form worldviews as a result of socialization and participation, which guide and justify different way of behaving, called a
cultural way of life [42]. The theory characterizes worldview along with the group and grid dimension [53], which correspond to IDV and
PDI cultural dimension in Hofstede’s model. While the group dimension refers to the degree to which social units are being tied, the grid
dimension denotes the degree to which actions or behaviors are restricted by external regulations such as social norms.According to the
theory, individuals in low group culture (i.e., high IDV) have a tendency of seeing benefits from activities or events due to their emphasis
on individuals’ achievement and competitiveness [24][42]. They tend to view risk as opportunity, thereby being more risk-seeker than
those in collectivistic culture. In addition, they tend to put greater faith on their ability or skill to affect the course of event and perceive
activities under their direct control as less risky. Consequently, people in low groupculture may assess privacy risks as lower than those in
high group culture (i.e., low IDV).
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The theory also postulates that individuals in hierarchy culture (i.e., high PDI) are more comfortable with accepting risk, compared to
those in egalitarian culture (i.e., low PDI)[53]. In a hierarchy society, people in the lower class tend to obey authorities of upper class and
show greater tolerance on social, economic, or political inequality, which making feel more comfortable with accepting risk than
egalitarians [19][56]. However, the pervasive inequality leads hierarchists to become more cautious to personal risk althoughthey admit
the necessary of taking risks to solve social issues such as environment pollution [44][[15].In contrast, egalitarians show more tendency of
risk taking due to the better chance of getting rewards from the risk taking[44]. In addition, individuals in high PDI culture tend to exhibit
greater mistrust of more powerful groups such as government or companies and assess the risk of getting privacy invaded relatively high
[40][6]. The distrust on organizations leads people to suspect the opportunistic behavior of them in data collection and use, thereby
increasing the perception of privacy risk [18].
High uncertainty avoidance (UAI) denotes that individuals in this culture are more sensitive to uncertainty and thus try to minimize
unpredictability by seeking control over environment, constructing rule-based institution, and resisting change [35][37]. In assessing risk,
risk aversion decision maker is more likely to attend to and weigh negative consequences and thus overestimate the level of risk inherent
in a decision situation relative to the probability of gain [47][12]. Thus, individuals in the culture may overestimate privacy risk to iron out
the uncertainty inherent to disclosure of personal information. Prior studies suggest that individuals in high uncertainty avoidance may
limit others’ access on personal information to minimize the uncertainty of disclosing personal information [10][[37]. Individuals in high
masculinity culture tend to see benefits from activities or events and thus be more risk-taker because of emphasis on work goals,
assertiveness, competitiveness, and material possession than relationship with others and cooperation.
Hypothesis 1: Individuals in type I culture perceive lower vulnerability than those in type II culture.
Because of the tendency of viewing risk as opportunity, people in individualistic (IDV) and masculinity (MAS) culture may not deliberate
the negative consequences of disclosing personal information. In assessing risk, they tend to weigh positive outcome more and thus
underestimate the probability of loss relative to the probability of gain [37][12]. Further, mistrust toward institute or government often
found in high power distance may steer people to think about the negative consequences more because of likelihood of opportunistic
behavior[6]. Therefore:
Hypothesis 2: Individuals in type I culture perceive severity of negative consequences of disclosing personal information less than those
in type II culture.
We also model the moderating effect of culture on the relationship between threat appraisal and privacy concerns. Hsee and Weber (1988)
observed more risk-taking behavior from Chinese students than US students, different from expectation. They proposed “cushion
hypothesis” to explain the difference in risk taking behaviors between the two countries. Cushion hypothesis proposes that individuals in
collectivistic cultures like China expect to get helps from their family or other in-group members when they encounter a catastrophic loss.
On the other hand, people in individualistic cultures like US expect to personally bear the negative consequences of their decision. Later,
Weber and Hsee (1998) tested the hypothesis with data collected from US, Chinese, Polish, and German students and observed pattern of
cross-cultural differences in risk preference, consistent with what cushion hypothesis predicts. Accordingly, although people in
individualistic and collectivistic culture sense a same level of privacy risk, the cushion effect suggests that the privacy risk has a greater
effect on behavior in individualistic culture. Similarly, Dinev et al. (2006) suggest that privacy risk has a lower effect on information
disclosure in collectivistic culture, due to the translocation of personal information from private space to public space. According to them,
collectivism tend to diminish personal space and enlarge public space. In the collectivistic culture, individuals tend to establish very close,
emotional family or group relationships, which often lead to diminish personal space and disclose their personal information easily.
Therefore, the translocation of personal information to public space may weaken the effect of privacy risk on privacy concerns because
the information is not considered as personal.
Individuals in high uncertainty avoidance tend to minimize unpredictable events, prefer more formal, structured arrangement, and resist
changes in their lives. In this light, people in the high uncertainty avoidance (UAI) may be more risk aversion and weigh negative
outcomes, thus often overestimating the risk associated with behavior. The strong risk aversion attitude leads to overestimate a risk to
lessen the uncertainty that arises from uncounted factors in risk assessment. Thus, the minimization of uncertainty may increase
individuals’ confidence in managing a threatening situation and lead to lower privacy concerns. In high uncertainty avoidance, privacy
risk is expected to have a lower effect on privacy concerns.
In high power distance culture, the greater tolerance on power inequality leads individuals in low authority class to feel more comfortable
of authorities’ access on their personal information [6][10]. Furthermore, the formal standard of control and authorities in high power
distance culture often construct centralized knowledge and restrict exchange of the knowledge, thereby restricting people in low authority
to access information about the negative consequences of personal information disclosure [37]. Combined with inequality associated with
information access by authorities, information asymmetry related to negative consequences may lead people to underestimate the effect of
privacy risk on privacy concerns.
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Hypothesis 3: The effect of (a) vulnerability and (b) severity on information disclosure is stronger in type I culture than type II culture.
Coping Appraisals
Individualistic culture emphasizes individuals’ achievement and fosters independent thinking [37]. Individuals in the culture tend to
believe in their own abilities and thinking, thereby convincing their ability [29]. In the same token, masculinity culture tends to put a
higher value on individuals’ ability due to its emphasis on individual achievement and competitiveness over social relationship [46]. On
the other hand, people in collectivistic and feminine culture tend to emphasize cooperation among group members rather than individual
ability or competitiveness [22]. Consequently, people in individualistic culture may have more chance to develop their ability to be
competitive or to observe success of others, thereby showing higher self-efficacy than those in collectivistic culture [4][5].
Individuals in high power distance tend to perceive unequal distribution of power and readily accept for supervisor to make unilateral
decision on their behalf. Thus individuals in such culture are less willing to participate in goal settings and dispute an established
performance norm, which leads to lower self-efficacy [49][30]. Furthermore, people in high power distance culture tend to rely on the
knowledge of authorities because of unequal distribution of social resources including information across social classes [42]. The reliance
on the knowledge of authorities deprives people in low authority of chance to develop their own ability to manage risk.
We also posit that people in individualistic culture perceive more response-efficacy than those in collectivistic culture. Due to the
emphasis on individual value or goal, in individualistic culture, privacy is considered human right and should be protected. On the other
hand, collectivistic culture tends to diminish personal space and enlarge public space, due to the address on value or goal of a society [16].
Thus privacy is not a central value in the culture. In this light, a society in individualistic culture may make a more effort to provide
effective privacy protections through a third-party privacy assurance such as eTrust or political or lawful support.
Hypothesis 4: Individuals in type I culture perceive higher (a) self-efficacy and (b) response-efficacy than individuals in type II culture.
Individuals in high power distance culture may also put lower faith on the protections provided government or organizations because of
likelihood of opportunistic behavior of authorities [18]. Distrust toward authorities is another factor that weakens the perceived efficacy of
protections offered by authorities. The asymmetric distribution of resources tends to tempt authorities to take opportunistic behavior to
maximize their utility, and the presence of opportunistic behavior may decrease trust toward authorities. Accordingly, in privacy context,
people in non-authority position may put low faith on the efficacy of protections provided by authorities because of likelihood of
opportunistic behavior.
We posit that the sensitivity to uncertainty may affect the effects on self-efficacy and response-efficacy on privacy concerns. Individuals
in high uncertainty avoidance may try to minimize any uncertainty in applying their ability or adopting an effective response to diminish
privacy concerns. The internal resources such as possessed knowledge or skills can be readily applied for protecting privacy and their
effectiveness are expectable. However, privacy protections from government or companies are not assured if they can be used in time of a
need instantly.
Hypothesis 5: Individuals in type I culture perceive (a) a less effect of self-efficacy but (b) a greater effect of response efficacy than those
in type II culture.

Justice Appraisal
Online vendors are believed to have differentinformation practices across cultures.While individualistic culture emphasizes personal value
or right and rely on explicit formalized procedures or rules for protecting the value or right, collectivistic culture more appeals social value
or goal and prefer social norms or personalized relationships to control its members’ behaviors to support the value [7][31]. Therefore,
online vendors in individualistic culture are more likely to respect privacy as an important right and have formal procedure of information
collection with the protection of privacy. In addition, different from high power distance culture in which unilateral decision is common
due to unequal power distribution, low power distance culture generally provides an equal chance of raising voices about an issue to all
relevant people [30]. Furthermore, a greater trust toward government or organizations observed in low power distance culture leads
people to believe that online vendors would comply with guideline in data collection from government. Therefore, we posit that people in
type I culture are more likely to expect online vendors to comply with fair information practice by providing relevant information and
obtaining consent for collecting and using personal information.
Hypothesis 6: Individuals in type I culture have higher belief of (a) notice and (b) consent in data collection than those in type II culture.
Procedural justice have two distinct aspects: structural and social aspect. While the former deals with formal policies and procedures, the
latter focuses on the interpersonal treatment [50]. Structural aspect suggests voice as an important procedural justice principle [52]. The
allowance of voice as input into decision-making leads people to perceive an outcome allocation as fairer than otherwise [36]. In
particular, the principle of voice echoes the desire for control because people perceive some control over a decision or process when they
are allowed voice as input [52]. In contrast, social aspect suggests that people tend to perceive a decision or process as fair when they are
treated with respectful and courtesy manner and is offer relevant information explaining how a decision is made [54].
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People in individualistic culture tend to judge procedural justice based on the degree to which they could exercise control over personal
information disclosure, which is closely connected to structural aspect of procedural justice [32]. For example, individualists show more
preference for adversary procedure because of opportunity to exercise control over the dispute [32]. Because of the value on autonomy,
independence, and competition in individualistic culture, people in the culture tend to pursue control over dispute process and prefer the
use of adversary dispute resolution procedures. In contrast, collectivistic culture appeals more value of harmony, cooperation, supporting
others’ faces which are more likely to be associated with social aspect of procedural justice. In dispute, collectivists tend to show strong
preference for mediation and bargaining rather than adversary procedure because of their desire for maintaining a harmonious relationship
after the dispute is settled (i.e., interpersonal harmony) [31]. Overall, individualists perceive a decision or process as fairer when they exert
control over the decision or process whereas collectivists more focus on the provision of relevant information and respectful treatment in
assessing procedural justice. Thus we posit that, in individualistic culture, control over personal information would have a greater effect
on privacy concerns whereas the effect of notice on privacy concerns would be greater in collectivistic culture.
Hypothesis 7: Individuals in type I culture perceive (a) a greater effect of consent but (b) a lower effect of notice than those in type II
culture.
RESEARCH METHODOLOGY & DISCUSSIONS
A survey-based study will be conducted to empirically examine the proposed model. Following the precedents of prior studies of a similar
nature (e.g. Kim, 2008), our study targeted e-commerce adopters in US and South Korea since these users were thought to have the best
experience of electronic transaction characteristics, privacy, and threats. Data was collected using either paper-based or online-based
survey over the course of several weeks. All measures for this study were either adopted or adapted from prior literature. Most constructs
were measured using multi-item, 5-point response scales ranging either from “strongly disagree” to “strongly agree” or from “no extent”
to “very great extent”. Construct items can be found in the Appendix. All variables were modeled as reflective constructs. The survey will
then face validated by two small sized samples.
In sum, we focalize the indirect and moderating effects of culture on key determinants of privacy concerns (i.e., vulnerability, severity,
self-efficacy, and response-efficacy), which is believed to provide a more understanding of why people in different cultures shape
different levels of privacy concerns.
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Appendix – Instrument Items
Please answer the following questions
Demographic information:
 Gender: Male / Female
 Age: _________
 Number of years in college/university: ____________ years
Please mark the number most appropriately describe your personality
High
Moderate Somewhat Neutral Somewhat Moderate
introverted
1
2
3
4
5
6
unenergetic
1
2
3
4
5
6
silent
1
2
3
4
5
6
timid
1
2
3
4
5
6
inactive
1
2
3
4
5
6
unassertive
1
2
3
4
5
6
unadventurous
1
2
3
4
5
6

High
7
7
7
7
7
7
7

extroverted
energetic
talkative
bold
active
assertive
adventurous

Please indicate the number most appropriately describing your general behavior
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. I talk about myself frequently

1---------2---------3---------4---------5---------6---------7

2. I usually talk about myself for fairly long time

1---------2---------3---------4---------5---------6---------7

3. I often share my feelings with others.

1---------2---------3---------4---------5---------6---------7

4. I often disclose intimate, personal things without hesitation.

1---------2---------3---------4---------5---------6---------7

5. Once I get started, I fully reveal myself.

1---------2---------3---------4---------5---------6---------7

6. I disclose who I really am, openly and fully in my

1---------2---------3---------4---------5---------6---------7
conversation with others.
Please indicate the number most appropriately reflecting your personal value
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree
1. Being accepted as a member of the group is more important
1---------2---------3---------4---------5---------6---------7
than having autonomy and independence.
2. Group success is more important than individual success.
1---------2---------3---------4---------5---------6---------7
3. Being loyal to the group is more important than individual
1---------2---------3---------4---------5---------6---------7
gain.
4. Individual rewards are not as important as group welfare.
1---------2---------3---------4---------5---------6---------7
5. Rules and regulations are very important to support the
1---------2---------3---------4---------5---------6---------7
society.
6. It is better to have a bad situation that I know about, than to
1---------2---------3---------4---------5---------6---------7
have an uncertain situation.
7. Providing opportunities to be innovative is more important
1---------2---------3---------4---------5---------6---------7
than requiring standardized procedural such as social norms.
8. People should avoid making changes because things could get
1---------2---------3---------4---------5---------6---------7
worse.
9. People in higher positions can make most decisions without
1---------2---------3---------4---------5---------6---------7
consulting people in lower position.
10. People in higher a position should not ask people in a less
1---------2---------3---------4---------5---------6---------7
important position for advice, because this might make them
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Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree
appear less powerful.
11. Decision making power should stay with people in higher
positions in the organization and not be delegated to people in
a less important position.
12. People in less important position should not question
decisions of people in higher position in the organization.

1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7

[Please read the following scenario carefully and answer the following questions.]
DISCLIUB is an online vendor that sells a variety of products, such as consumer electronics, cosmetics, medical
supplies, clothing, books, and entertainment content. This vendor offers a paid membership program through
which people pay an annual fee of $50 to receive handsome price discounts and personal services. DISCLIUB
now reconstructs its website and launches a marketing campaign to recruit new members by offering substantial
discounts for select products and free coupons. In this campaign, people can waive the membership fee by
providing some personal information in the application.

Please indicate the number most appropriate describing your general privacy concerns
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. All things considered, providing my personal information to
online vendors would cause serious privacy problems.

2. I am concerned that the personal information I submit to
online vendors could be misused.

3. I am concerned about threats to my personal privacy when I
provide my personal information to online vendors.

1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7

4. I am concerned about disclosing personal information to
online vendors, because it could be used in ways I did not
foresee.

1---------2---------3---------4---------5---------6---------7
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Please indicate the number most appropriate describing your perceived benefits of information disclosure.
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. Providing personal information is helpful for getting monetary
benefits (e.g., coupon, discount) or personalized service (e.g.,
product recommendations, hot deal information) from online
vendors.

2. Offering personal information is useful for receiving monetary
benefits or personalized services from online vendors.

3. Disclosing personal information works for getting monetary
benefits or personalized services given by online vendors.

1---------2---------3---------4---------5---------6---------7

1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7

4. Personal information disclosures enable me to receive
monetary benefits or personalized services from online
vendors.

1---------2---------3---------4---------5---------6---------7

Please indicate the number most appropriate describing your perceived general privacy risk.
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. In general, it would be risky to disclose my personal
information to online vendors.

2. There would be high potential for privacy loss associated with
providing my personal information to online vendors.

3. There would be too much uncertainty associated with my
giving personal information to online vendors.

4. Providing a vendor with my personal information would
create many unexpected problems.

1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7

Please indicate the number most appropriate describing your perceived general self-efficacy of protecting privacy.
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. I can protect my online privacy even if there is no one around
to help me do so.

2. In my mind, I have the knowledge and skills necessary for
protecting my privacy online.

3. I think that it is not difficult finding effective ways to protect
my own privacy in online settings.

4. I am confident that I am able to protect my privacy in online
contexts.

1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7
1---------2---------3---------4---------5---------6---------7

Please indicate the number most appropriate describing your perceived general response-efficacy of protecting privacy.
Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree

1. I believe that there would be effective ways to reduce the risk
of online privacy invasion (e.g., checking an online vendor’s
privacy policy), even if I reveal my personal information to
online vendors.
2. In my belief, I could find effective means to protect my own
privacy (e.g., checking third-part certification such as eTrust),
even though I submit my personal information to online

1---------2---------3---------4---------5---------6---------7

1---------2---------3---------4---------5---------6---------7
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Strongly
Somewhat Neutra Somewha
Strongly
Disagree
Agree
disagree
disagree
l
t agree
agree
vendors.

3. I believe that actions (such as checking the list of companies
violating fair information practice) work for protecting my
own privacy, even though I reveal my personal information to
online vendors.

4. By adopting effective means (such as checking privacy policy
of online vendors), I can protect my own privacy.

1---------2---------3---------4---------5---------6---------7

1---------2---------3---------4---------5---------6---------7

Are you willing to provide personal information including name, gender, email address, and mailing address to an online vendor in
return for some rewards?
Yes [
] / No [
]
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